
u�oOvQ� �iQat x� w xOW Q��O Q��N� �x� QWv QO ���� Q�y� �xQ�tW R� syt �rrtr�u�� R��wH VN�
u�� 	OR�OQB�t x�oWywSB Q�m �� ��DQt 
�yxv�tR QO �yv� 
�yOQw�DUO w �tra R��wH u� QDQ�Dat

Q�v QDw�Bt�m swra QO pOwo �xR��H ���� Q�y� QO syt �xR��H wO 
��a� x� xQ�tW u�� QO �Q VN�
w�a 
OtL� u�Qta �Q pOwo �xR��H x� �w� Qt	r�t 	s��xO�OX�YDN� �C����� Q QO p�� �xR��H w
	CU� xOW x�yD Q��N� QDiO QO p�� �xR��H x� �w� Qt KQW w xDWwv C����� Q �xOmWywSB�traC
�y

l� O�vm ZQi �CU� KQW u�O� utry w �i�O �UwD xOW x��Q� pmDwQB
XNW wO w xOW xO�O OQ�O w�a n w xOW O�rwD g �UwD xm G �QwO xwQo
C�aq�� uOQm �RtQ ��Q� ��Oa� xm Ovvm ji�wD �O�rm Q� Ovy�wN�t B w A
u�� �OOa xm �Q a OOaAXNW �Ovvm xO�iDU� u	 R� Qo�Om� u�� xOW xrO��t
�r�L QO 
Ovm�t p�UQ� B x� w x�U�Lt �Q ga w xOQm ��NDv�CU� n wl�
�Q b OOa BXNW u�tRty Qw� x� �CU� u�oty �xOy�WtZQat QO ga xm
R� gb uDiQo �� A 
xrLQt u�� R� Oa� �Ovm�t p�UQ� A x� �Q gb w xOQm ��NDv�
�Q gab x��Wt Qw� x� R�vBXNW �Ovm x�U�Lt �Q gab Ov�wD�t auDW�O wB
�OQm xO�iDU� O�rm u�wva x� u�wD�t gab R� xrLQt u�� R�TB �Ovm�t x�U�Lt
m�gab xmCU��i�m 
ODUQi�B x� �Qm s�e�B Oy�wN�tA Qo � 
p�Ft Qw� x�
m�gab�g�ab 
m�gab Ci�� QO �� B �Ovm p�UQ� B x� w xOQm x�U�Lt �Q
CU� �Um �yvD A 
pmDwQB u�� QO �OQw	�tCUO x� �Qm w xOQm x�U�Lt �Q
��NDv� �U�vt Qw� x� G xwQo Qo � ��Q b xm �Um �yvD B w Ov�O�t �Q a xm
�Q gab �y�Dwm u�tR QO Ov�wD�tv �Qo�O Tm B w A R� Q�e 
OW�� xOW

�OvDUy �w TQDUO QO gb w ga 
g xmv�� seQ�ra 
Ovm x�U�Lt

QO p�ai u�iQ� xm OwW�t xOv�wN �xQ��m�� CyH u�O� q�� pmDwQB
x� C�aq�� p�UQ� x� s�Ok� Q��l� �ki O�rml� �wQ Q� ji�wD ��Q� pmDwQB
�OwW O�rwD Ov�wD�t O�rm 
C�aq�� p�UQ� R�TB w Ovvm�t Qo�O p�ai hQ�

��	 xm OWKQ	t p��wUu���a��� Qw� x� 
utry w�i�OpmDwQB �O�� R� Oa�
ji�wD �O�rm �wQ Q� Ovv�wD� Qiv xU 
u	�UwD xm OQm x��Q� xQ��m��rmDwQB u�wD�t
wS u�wDv	 xmv�� �D Ow� xOv�t�k�� xOWvpL xyO wO R�V��COt x� xr��Utu�� �Ovvm
OvwW�th� QaD �w��� ��ytN Q� xm�� wO wO��yDW�ov R� xO�iDU� ��CUv�wD

���� pOwo �xR��H ��Oy�

�Q�ovRtQ jkLt xU x	

��OtL� u�Qta

R� xm CU� 
Q� v Q Dw�Bt�m swra QO Q�Dat R ��wH R� �m � pOwo �xR ��H
xv�tR u�� QO Q�PoQ�F��D w syt Cq�kt u�oOvU�wv x� p�U Qy ���� p�U
w �hwUr�i �u�O���� Q pOwo CQwm Q�NDi� x� xR��H u�� 	OwW�t �Oy�
swra utHv� wO w xOW 
Q�Pot�v ���m� Qt���W� Q�� �xDUHQ� u�Oj�vt
European Association for Theoretical� �B wQ� 
Q�v QDw�Bt�m

�yv�W�t utHv� C��U�Lt w sD� Qwor� xwQo w �Computer Science

�Association for Computing Machinery� ACM� x�U�Lt
	Ovvm�t �Oy� �Q u� ��mQDWt


�Q�ovRtQ QO p�ai u�kkLt R� Qiv xU pOwo �xR��H ���� p�U u�oOvQ�
w�Dt w �Dan Boneh� xvw� uO w xUv�Qi R� �Antoine Joux� wS u�wDv	

�OvDUy �m� Qt� R� �Matthew Franklin� u�rmv�Qi
��Q� �xQ��m�� pmDwQBl�� �xr�kt VQ�ov 
wS u�wDv	 x� xR��H ��Oy�Cra
�xr�ktVQ�ov u�rmv�Qi w�Dt w xvw� uO��NDv� p�rO w ����xQiv xU O�rm l �QDW�
�� wO wOCW�ov R� xO�iDU� �� xU�vW Q��vD�t RtQ sDU�U� u�wva ���mQDWt
�OwW�t xOQw	 xt�O� QOCq�ktu�� R� �QYDNt KQW �CU� �����Weil�p� w

wS u�wDv� OQw�DUO

OvO�O x��Q� �	��rmDwQB �Hellman� utry w �Di
e��i�O ���� p�U QO
��Q�hWm p��kQ�e C�aq����O�rm �wQ Q� Ovv�wD�t Qiv wO 
u	ltm �� xm
pO� w OQ sy �� xm �D�aq�� uOQm �RtQ CyH ��Oa� xm Ovvm ji�wD �Q��e�
Qiv wO xm �D�aq�� s�tD xm Ow� u�� QO pmDwQB u��C�ty� �OwQ Q�m x� Ovvm�t
�Qt� 
CU� u�Qo�O TQDUO QO Ovvm�t pO� w OQ O�rm ji�wD �xrLQt QO sy ��
�O�OH QYa R�e	QU Qw� Rt pmDwQB �x��Q� �OW�t �krD umtt�v u	 R�V�B xm

�OW �twta O�rm RtQ ��ysDU�U V��O�B x� QHvt w Ow� �Q�ovRtQ QO
x�oWywSB ��

�� �B��B �xQ�tW ��



�u�rwO Q�B ��Q	 ���� p	
 �xR��H

Qy ��� p�U R� �OW xO�OK��wD Q��N� �� Q�y� �xQ�tW QO xmv�vJ� p�� �xR��H
u� QDQ�Dat R��m� RwQt� w OwW�t �Oy� xDUHQ� u�O���� Q wO ��l� x� p�U
SwQv C���O� w swra u�DUovyQi �Q xR��H u�� 	OwQ�t Q�tW x� ���� Q R��wH
uwQm uw�r�t �� R�v u� 
Okv dr�t �Q��U� �Q��Da� Q� xwqa w Ovm�t ��a�
	CU� p�wv R��wH �� xU��kt p��k ��m� Qt� QqO uw�r�tl� ���� QkD pO�at SwQv
OwW�t xO�O pyJ Q� R �xDUHQ� u�v�O���� Q x� xm �ROr�i p�Ot �� xU��kt QO
�v�v�O���� Q x� uwvm �D p�� �xR��H �OW�� 
Oa� 
�yWywSB QO u�v� jwWt �D

	CU� xOW �Oy� u�W
Q�m �xQwO QN�w� QO xk��UQB w Q�mxvym

Pierre� u�rwO Q�B x� �Q ���� p�	 �xR��H SwQv C���O� w swra u�DUovyQi
C�ar�	t �wD�DUv� �xDUWvR�� O�DU� w �m� Sr� Q�Ot�v u�O���� Q �Deligne

�OQm �Oy� �m� Qt	 uDUv� QB QO xDiQW�B

��yOQw�DUO� 
u�rwO x� �Q xR��H u�� ��	a� p�rO SwQv u�DUovyQi
�x� Q
v QO �yOQw�DUO u�� ��qkv� Q�F��D w �Q�H �xUOvy QO w� R�Uu�QwO
��yxO�� 
�k�w QO �CU� xOQm sqa� �xDU��wEL��t w 
�yW��tv �x� Q
v 
O�Oa�
�UwD syt Q��U� �xv� Q�O p��Ut R� ��a� pL G��Dv w u�rwO ��WoyQ
�Q�H C�k�kLD R� �tyt VN� xm Ov�xOQm xvNQ EL��t u�� QO u�vJ w�
�xDio x� �OQm xrwtQi u�wD�tv w� ��yQ�m x� �HQ� uwO� �Q �yxv�tR u�� QO
�wD�DUv� QO C����� Q �xOmWywSB O�DU� �Peter Sarnak� nvQU QD�B
���� Q �O��v� smL OvJ C��F� R� QD�Qi u�rwO OQw�DUO� 
xDiQW�B C�ar�	t
u	 �QJ xm CU� xOw� w�wt u�� lQO x� hw	at u�vJty w� xHwD �CU�
xv�OvtWwy Q��U� �a�RDv� ��ypqODU� �� w 
OvQ�PB�v��vDH� w �U�U� �ytmL
�xUOvy QO hQ�aDt ��yQ�R�� R� �Q��U� �CU� xDN�U syi p��k w uWwQ �Q �yv	
�tyt �OOaDt ���� Q ��yQ�DN�U w ���W� 
�yx� Q
v 
�yx��k w 
uQOt �Q�H

��OvQ�O OwN Q� �Q w� s�v

�xrYwL R� wS �UwD xOW x��Q� pmDwQB KQW �OyO C�Ft MU�B jwi p�wU x�
�Ovvm xaH�Qt ���wS �xr�kt x� Ovv�wD�t u�Ovtxkqa �CU� GQ�N xDWwv u��

u�rmv�Qi w�Dt w xvw	 uO OQw�DUO

��ysDU�U �OvwW�t s�UkD xDUO wO x� �rm Qw� x� �Q�ovRtQ ��ysDU�U
�YwYN O�rm ��ytDU�U QO ��twta O�rm ��ysDU�U w �YwYN O�rm
l �QDW� x� OvW�� xDW�O ut� ���DQ� Ovy�wN�t xm �v�Um s�tD u�� O�rml�
�OwW�t xO�iDU� ���WoRtQ w �Q�ovRtQ ��Q� O�rm u�ty R� w OwW�t xDW�Po
O�rm l� w �twta O�rm l� XNW Qy 
�twta O�rm ��ysDU�U QO
�w x� �r�UQ� C�aq�� uOQm �RtQ ��Q� Qo�O X�NW� xm OQ�O �YwYN
O�rm R� ���WoRtQ ��Q� XNW OwN w Ovvm�t xO�iDU� w� �twta O�rm R�
�twta O�rm ��ysDU�UV��O�B ��OD�� QO �Ovm�t xO�iDU� OwN �YwYN
O�rm l� w �YwYN O�rm l� OwN ��Q� XNW Qy xm Ow� u�� x� R��v
u�oty ��Q� TQDUO p��k w QWDvt �Q OwN �twta O�rm w xOQm O�rwD �twta
sDU�Ul� u�wD�t ��	 xm Ow� u�� OW KQ	t u�w� u�ty QO xm ��xr��Ut �Ovm
�twta O�rm xm �O�Qi� ��Q� u	 R� xO�iDU� �� xm OQm �L�Q� �twta O�rm RtQ
s�e�BB x� Oy�wN�tA Qo � �qFt �O�DUQi ut� s�e�B Ov�xOQmv QWDvt OwN ��Q�
xO�iDU� B p�t�� TQO	 R� A 
CU�v TQDUO QO B �twta O�rm w ODUQi�
V�� COt x� xr��Ut u�� �ODUQi�B x� w xOQm RtQ u	�UwD �Q OwN s�e�B w Ovm
pL �Q u	 wS u�wDv	 Q�m R� s�yr� �� u�rmv�Qi w xvw� xmv�� �D Ow� KQ	t xyO wO R�
�CU� xOW xO�iDU� �	N wO ��yCW�ov R� R�v u�rmv�Qi w xvw� Q�m QO �OvOQm

�H�Qt

�� A� Joux� A one round protocol for tripartite Di�e�Hellman�

J� Cryptology ����� ������ ��	
����

�� D� Boneh and M� Franklin� Identity based encryption from

the Weil pairing� SIAM J� of Computing ���	� ����	� ��


����

�� W� Di�e andM� Hellman� New directions in cryptography�

IEEE Transaction on Information Theory ����� ������ ���


����

�
 ��� Q�y	




